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(U//FOUO) On January 11, 2016, MONICA HANLEY was intervie w ed by Federal Bureau of 


Investigation CFRIt Snecial Anentsf 


land lat 

b6 

Washington. DC 20001. Renresentinn HANLEY, and also present for the 

b7C 

interview, were 

and 

1 After being advi.sed of The identities of the 



interviewing agents, and the purpose of ihe interview, HANLEY provided the following information: 


(U/ / P OUO ) In 2003, following her college graduation, HANLEY interned for then Senator 
HILLARY CLINTON. HANLEY's internship position was converted to a permanent position in 2004. 
HANLEY continued working for New York Senator KIRSTEN GILLIBRAND, who was appointed after 
CLINTON was nominated as Secretary of State. 


(U/ /FOU a) In April of 2009, HANLEY received a call from HUMA ABEDIN asking if 
HANLEY would be interested in working for CLINTON as a “Confidential Assistant” at the Department 
of State (DoS), HANLEY accepted the position at DoS, and continued working for GILLIBRAND until 
two days before her start at DoS. 

(U//F OUO ) During her first year at DoS, HANLEY's “Confidential Assistant” duties included 
supporting and scheduling CLINTON, domestic travel and personal appointments. HANLEY also ran 
various errands for CLINTON, HANLEY also served as ABEDIN and JAKE SULLIVAN's scheduler, 
and it was her responsibility to coordinate their schedules with CLINTON's schedule. 


(U/ /FOUQ ) HANLEY accompanied CLINTON on foreign travel on a few occasions during her 
first year at DoS. HANLEY's first overseas DoS travel with CLINTON was to the Philippines. 
CLINTON specifically invited HANLEY to join her on that trip because CLINTON knew HANLEY was 
of Filipino decen t and would appreciate th e opportunity to trave l there. ABEDIN almost always traveled 
with CLINTON I land! 


with HANLEY in regards to accompanying CLINTON on foreign travel. 


Twere additional aids who rotated duties 


(U//F0UO) When ABEDIN became pregnant in 2011, HANLEY became a primary trave ler and 
accompanied CLIN TON on most of her foreign trips. I l and 


were also part of CLINTON's travel tearn during this time 


for managing press matters, whereas 


was responsible 


were responsible for protocol. 
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(U// FOU O) HANLEY went through a full day of on board training her first day at DoS, of which 
approximately half was security related. HANLEY recalled learning specifically how to handle and 
transport classified information/paper, but could not recall who provided the training. HANLEY received 
a Top Secret/SCI clearance at DoS, but was unsure of any specific codeword programs for which she may 
have additionally received read-ins. HANLEY did not hold a security clearance prior to DoS. 


(U/ / E OUQ) HANLEY did not recall ever receiving Freedom of Information Act (FOIA) training, 
and the only training HANLEY received concerning the Federal Records Act (F RA) came near the end of 
CLINTON’s tenure at DoS A representative from DoS' s record keeping office. 


^Last Name 


Unknown (LNU), met with HANLEY and others on CLINTON'S staff and instructed them to produce all 
records that “changed, effected, or created policy.” HANLEY recalled going through paper files with 
other executive Staff members, and placing the papers in stacks in the hallway outside the Secretary's 
Suite, After which, a DoS record keeper would review the production and make the final determination 
on which information was relevant to the FRA. 


Email Accounts and Server 


(U/ /F0U0) During her time in the Senate, CLINTON used lui5@att.blackberrs’.nei . HANLEY 
was aware of this email account, but did not use this account to communicate with CLINTON. 


(U/ / F €)U ^ ) CLINTON used hrodi 7(ft.’climonemaii.com while she was Secretary of State, and 
hdr22:hk;liiuoneinail.c<')m following her departure from DoS. 


(U// FOU 0) HANLEY did n ot initially re call the account 


the interview HANLEY deduced thd 


however, later in 


•6;yiv:aii com account may have been created as a way to 


communicate with CLINTON during a bad storm in 2011 when power to the server hosting 
hdr2 2@c liinoneTrt aii.corn was lost. HAN LEY believed CLINTON was traveling in Croatia at the time, 
and HANLEY and | [ may have created the account as a temporary way to communicate 

with CLINTON during the outage. 


(U// F0UO) HANLEY was not familiar with the email address SSHRC'@state.uov . HANLEY 
vaguely recalled CLINTON being issued a DoS Blackberry, but CLINTON did not use the DoS issued 
device. 


(U//FOUO) HANLEY was aware CLINTON was using a personal email address on a personal 
server for DoS business while CLINTON was Secretary of State. JUSTIN COOPER created, installed, 
and maintained the server in Chappaqua before the server was transitioned over to Platte River Networks 
(PRN). HANLEY could not recall when the transition to PRN occurred. COOPER was HANLEY's 
point of contact for assistance in regards to syncing CLINTON's mobile devices to the server. Anytime 
CLINTON got a new device, HANLEY would contact COOPER who would troubleshoot her through the 
process of setting up the new device with the server. COOPER was also HANLEY's point of contact 
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when needed reimbursment for items she purchased for CLINTON. COOPER was located in New York, 
so most of HANLEY's interaction with him was via email or telephone. 

(U// rOUQ ) BRYAN PAGLIANO was part of CLINTON'S 2008 Presidential Campaign and was 
later employed by DoS in a technical capacity. HANLEY would contact PAGLIANO for help with 
physical Blackberry problems. 

(U/ ZrOUQ ) HANLEY did not recall ever participating in, or overhearing, any discussion over 
records retention issues, nor the legality of CLINTON conducting DoS business off a private server or 
email account. 

(U// r0U0 ) HANLEY was asked to review a few emails forwarded from CLINTON at 
hrod i '.k'irl'cllnrnnemaii com to HANLEY's DoS email account wherein CLINTON asks HANLEY to print 
the forwarded email. After reviewing the email, HANLEY explained CLINTON did not like reading 
things on her Blackberry because it was difficult to read the small font, so she preferred a hard copy for 
longer emails. Sometimes CLINTON would keep the hard copy to archive the document, but HANLEY 
was not privy to what documents CLINTON had printed for an easier read versus archiving, 

_ (U//FOU O) HANLEY used two email accounts while at DoS: hanievmr@sta t e aov and 

t»' 6g n'iail.'.~om. HANLEY did not have an (^clintonemail.com email account, nor was she 
ever offered an @clintonemail.com account. As a way of general practice, HANLEY tried her best to use 
her state.gov email account for work related matters and her Gmail account for personal interactions with 
CLINTON, HANLEY further explained she considered personal interactions with CLINTON to include 
things like scheduling hair appointments. However, HANLEY noted that her state.gov email account was 
not as easily accessible as her Gmail account and on some occasions she use Gmail when she could not 
access her state.gov account, 

(U//F OUO ) HANLEY was issued and carried/used a DoS Blackberry. It was difficult to access 
DoS email while on travel, as the DoS system required users to sign in using a token/key to sign in 
remotely. It was particularly difficult to sign into the DoS system in the Secretary's plane because the 
wifi was not always compatible, so HANLEY would often use her Gmail account while in the air. The 
same was true for foreign travel. Many DoS employees used personal email accounts because they were 
more easily accessible. ABEDIN emailed HANLEY equally from her state.gov and personal accounts. 

Mobile Devices 

(U/ /FOUO ) After she reviewed pictures of various Blackberry models, HANLEY pointed to the 
picture of the Curve 8310 explained CLINTON preferred the Curve 8310 because she found the 8310 
“track-ball” feature easier than the “track-pad” on newer Blackberry models. CLINTON tried the 
Blackberry 8700G, but did not like the device because of the “track-pad.” HANLEY also thought the 
Curve 8900 looked familiar. HANLEY did not recall the specific Blackberry devices CLINTON used at 
DoS, but believed CLINTON's original Blackberry was black in color and housed in a blue silicone case. 
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(U//FOUO) HANLEY recalled helping CLINTON change her Blackberry device at least three or 
four times while she was at DoS. HANLEY recalled having to replace CLINTON's Blackberry on one 
occasion after CLINTON spilled coffee on the device. Another time HANLEY recalled having to replace 
CLINTON’s Blackberry because it started to slowly fail overtime. HANLEY recalled proactively trying 
to purchase replacement Blackberrys for CLINTON at one point, but CLINTON only liked the older 
models. HANLEY believed she may have even purchased one of the older Blackberry models CLINTON 
liked off of Ebay. 


(U//F OUO ) HANLEY would contact COOPER after purchasing a new Blackberry device for 
CLINTON, and he would instruct HANLEY as to how to connect the device and sync the device with 
CLINTON's server and email. Once the new device was properly synced, COOPER would also talk 
HANLEY through the process of wiping the old device. HANLEY would provide the new Blackberry to 
CLINTON along with the old/wiped Blackberry. However, HANLEY was not sure what CLINTON did 
with the old Blackberry after HANLEY turned them over. 


(U/ /FOUO) Aside from receiving emails on her Blackberry, CLINTON used her Blackberry to 
text and pin short personal messages. 


(U/ /FOUO) CLINTON also used an iPad. HANLEY could not recall when CLINTON obtained 
the iPad, but thought it may have been purchased by COOPER. HANLEY was not sure who configured 
CLINTON'S iPad, CLINTON predominately used the iPad in the evenings and while on travel (both 
domestic and international) for reading news articles and emails. CLINTON did use the iPad to send and 
receive emails, CLINTON did not use the iPad while she was in her office at DoS 


(U/ ffOUO) ABEDIN, HANLEY, and 


had access to CLINTON's iPad on occasion to 


assist CLINTON if her iPad was not working properly, but HANLEY could not recall CLINTON giving 
her iPad to anybody else to use. 


b6 

b7C 


(U/ /rOUO ) CLINTON received a new iPad in 2011 and gave HANLEY an iPad around the same 
time. HANLEY assumed CLINTON gifted her with CLINTON's old iPad. Agents asked HANLEY to 
review an email exchange dated 8/18/2011 between ABEDIN and COOPER in which ABEDIN tells 
COOPER “She [presumably CLINTON] doesn't like ipad 2,,,” and later typed “She gave to monica as a 
birthday gift,” After reviewing the email, HANLEY explained that she assumed she received CLINTON's 
old iPad, but now realizes she likely received CLINTON* s newer iPad, HANLEY was not aware the iPad 
was a birthday gift, but stated that it was not uncommon for CLINTON to gift ABEDIN and HANLEY 
with some of her personal items she no longer wanted. 


When HANLEY received the iPad the opening screen said “H's iPad,” so before 
using the gifted iPad, HANLEY wiped the device. HANLEY used the iPad for personal use up until the 
lime she moved back to New York in 2014. Prior to moving, HANLEY gave the iPad to 
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_I SO he could use th e iPad to listen to music and podcasts. HANLEY did not 

wipe the iPad prior to gifting it tol 


(U/ /rOli 0) In October of 2013, HANLEY received a call from CHERYL MILLS who inquired 
about the iPad. HANLEY explained she received what she believed was CLINTON's old iPad as a gift 
from CLINTON in 2011. MILLS subsequently informe d HANLEY she needed to turn over the iPad in 
response to the FBI's investigation. HANLEY contactedj_jto retrieve the iPad and turned it over. 

Laptop Computer 


(UZ/FOyO) After they learned longtime friend of CLINTON, SIDNEY BLUMENTHAL, was the 
target of an email hack in Spring of 2013, PRN spoke with COOPER, ABEDIN. and HANLEY, and 
advised CLINTON change email addresses. CLINTON did not want to lose her old emails when she 
changed her email address COOPER subsequently provided HANLEY an extra Apple Macbook from 
President Clinton's Harlem, NY, Office. HANLEY then transferred all of CLINTON's old emails from 

the P RN server to the Macbook Air. HANLEY transferred the emails to the Macbook in her_ 

I [ apartment, and noted that it took several days because she transferred four years of emails, 

HANLEY also recalled transferring the emails to a thumb-drive, but could not recall what happened to the 
thumb-drive, 


(U/ / F OUO ) HANLEY maintained possession of the Macbook following the transfer of the emails. 
The Macbook was stored in HANLEY's apartment. HANLEY moved at least once after she transferred 
the emails to the Macbook, and brought the Macbook with her to her new apartment. 


HANLEY continued to work for CL NTON following DoS, and in early 2014 took a 
position in th j Shortly thereafter, HANLEY realized she still 

had possession of the Macbook containing CLINTON* s archived emails. HANLEY subsequently 


and 


contacted PRN on her own accord and spoke with! 

HANELY shipped the Macbook to | t n | | in February and instructed PRN to 

migrate the emails back to C LINTON's existing server, wipe the M acbook. and return the Macbook to 


who was CLINTON’d 


at the time. 


(U/ / F 6U0) The Macbook was shopped fromT 


(UZ/P QUO) When HANLEY was first contacted by FBI agents in November 2015 in regards 
scheduling an in terview, she reached out t d I to ask about the whereabouts of the Macbook. 

_told HANLEY she did not recall receiving the Macbook from PRN. 
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Handling of Classified Material 


(U//FOUO) CLINTON did not have a classified DoS account, and received all classified 
information in paper form. CLINTON's Executive Assistant, JOE McMANUS, was responsible for 
determining what classified information needed to be passed up to CLINTON. The Central Intelligence 
Agency (CIA) Presidential Daily Briefer (PDB) on occasion may have also flagged information for 
CLINTON to read. When CLINTON was on travel, her traveling Executive Assistant or SULLIVAN 
would determine what classified information needed CLINTON's attention. 


(U/ /TOUO) HANLEY visited both CLINTON's Chappaqua, NY, and Washington, DC, 
residences, however, HANLEY spent more time in CLINTON's Washington, DC, home, H ANLEY 
believed CLINTON had a Sensitive Information Compartmented Facility (SCIF) installed on l ~l 
floor of her Chappaqua home that contained at least a secure phone and fax. CLINTON also had a SCIF 
in her DC home, HANLEY believed the DC SCIF contained a secure phone and unclassified Mac 
desktop, but was not sure about a fax machine. 


(U// P01J 9) When the DoS Operations Center needed to get classified material to CLINTON at 
her DC residence, the information would be couriered by her security detail in a diplomatic pouch, Only 
a few people close to CLINTON, such as HANLEY could deliv er the diplomatic po uch directly to her, 


HANLEY assumed CLINTON' { 
deliver diplomatic pouches, 


in Chappaqua, 


could also accept and 
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(U// F 'Q UO ) A DoS Mobile Communications Team (MCT) traveled with CLINTON on both 
international and domestic trips. The MCT was responsible for setting up a command post for per dos 

CLINTON's team. Depending on the security climate at the destination, the mobile command post would 

I bv CLIN ]'(JN or her designated statt. ihe M(Jl generally set up an unclassified 
DoS computer in either ABEDIN or HANLEV s room for the purpose of printing unclassified 
information for CLINTON. It was not uncommon for HANLEY to use her personal Gmail account to 
print from the mobile DoS unclassified terminal because even though she was using a DoS computer, the 
DoS connection was unreliable. 


(U// F0U 6) CLINTON had a secure phone in her office at DoS, as well as in both her 
Washington, DC, and Chappaqua, NY, residences. When CLINTON was traveling, ABEDIN would 
generally carry a secure cell phone. HANLEY carried the secure phone on occasion, and described the 
phone as looking like an old Nokia non-flip phone with a big antenna and large buttons. The secure cell 
phone was carried in a box. ABEDIN kept a secure cell phone in her desk at DoS. 

(U// TOU Q) HANLEY received a lesson from somebody on the DoS technical team in regards to 
using the secure cell phone, but when HANLEY tried to use the secure cell phone in 2012 on a trip to 
Haiti, it did not work. 
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Email Review 

(U// rOUO) HANLEY was comacied by CLINTON's attorney, DAVID KENDALL (Williams & 
Connolly), in March or April of 2015. Following her conversation with KENDALL, HANLEY searched 
the Gmail account she used while at DoS for any email communications with state.gov accounts and 
deleted emails associated with state.gov accounts. HANLEY was not involved with any efforts to review 
and cull CLINTON'S emails. 

General Security Matters 

(U// FOU Q) HANLEY never personally was notified of an intrusion attempt against any of her 
email accounts (personal or Gmail), however, she remembered hearing some state email accounts were 
hacked by presumably the Chinese Government following one of CLINTON's trips to China, 

(U/ /FQU0) HANLEY also received verbal security counseling from Diplomatic Security (DS) 
following a Russia trip on which she accompanied CLINTON HANLEY was handed a diplomatic pouch 
containing CLINTON's briefing book on the plane upon arriving in Russia, HANLEY brought the pouch 
and its contents into the Russian hotel suite she shared with CLINTON. DS found a classified document 
from the briefing book in the suite during a sweep following CLINTON and HANLEY's departure, and 
HANLEY was later informed by DS the briefing book and document should never have been in the suite. 

(U// rOUO ) A copy of the original interview notes are attached in a 1 A envelope. 
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